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Capturing the AI 
advantage in defense
AI deployment could redefine command advantage in modern  
defense. Here’s how the United States could be at the forefront.

by Ankur Ghia, David Ware, and Gayatri Shenai 



The global AI revolution is rapidly evolving, and US defense is emerging as a key battleground for the 
world’s leading companies. Almost two years before the release of ChatGPT,1 the Department of War (DOW)2 
was already home to more than 600 AI efforts3 touching everything from back-office work to acquisition, 
R&D, engineering, and warfighting.

While there has been tremendous investment and energy dedicated to AI efforts, we have yet to see the true 
potential of this technology. There have been some successes, with targeting, cyber defense, and select 
autonomy use cases showing promise, and the Department is gradually getting its arms around its data 
landscape. GenAI.mil has provided gen AI chatbot access across the Department to enable day to day work. 
But when asked about AI, most defense leaders agree they are not yet seeing scaled impact.

Realizing AI’s potential in defense requires learning from the best of the private sector, assembling the 
right team, and moving from small pilots to at-scale transformation of key functions. This article explores 
approaches to support implementation.

Why a shift in mindset is crucial
Achieving impact with AI is difficult for any organization. While our research shows 88 percent of 
organizations use AI in at least one business function, just 7 percent feel they have scaled AI across the 
enterprise.4 And while we detail proven steps to drive impact later in this article, we will first describe the 
mindset shifts that could be necessary for the Pentagon to overcome a common barrier to realizing AI’s 
potential.

Mindset 1: ‘What mission should I deprioritize to focus on AI?’
We often hear this from leaders who feel that they already have a full slate of priorities, but the reality is that 
AI is how the mission will get done better, faster, and cheaper in the future. This change in mindset needs to 
come from the top: Our research finds that organizations that are AI “high performers” are significantly more 
likely to have senior leaders demonstrating strong ownership.5 Department leaders can set the standard 
(Exhibit 1).

Mindset 2: ‘I’ll just wait for someone else to build it’
Do the math: If a $2 million AI investment can yield improvement worth $10 million a year, ROI degrades if 
one waits longer than 11 weeks for someone else’s solution—even if it’s free.

Mindset 3: ‘The General wants a dashboard’
Prioritize impact to operations above executive user experience. For the specific problem you are 
considering, how much of the impact results from a General’s personal decisions versus AI enablement of 
day-to-day work? Focusing on the impact means the dashboard is a by-product, not an objective.

Mindset 4: ‘Why isn’t anyone using my tool?’
Senior leaders often have excellent ideas for how AI can drive outcomes, but they may not get beyond the 
pilot stage without consistent work to determine how to seamlessly embed AI in the organization’s day-to-
day workflows.

1	OpenAI released ChatGPT on November 30, 2022.
2	�This article uses “Department of War” following President Donald J. Trump’s Executive Order 14347, dated September 5, 2025, which 

authorizes the Department of Defense to be referred to as the Department of War in official correspondences, public communications, 
ceremonial contexts, and nonstatutory documents issued by the Department.

3	�Lloyd J. Austin III, “Secretary of Defense Austin remarks at the Global Emerging Technology Summit of The National Security Commission on 
Artificial Intelligence (as delivered),” US DOW, July 13, 2021.

4	“The state of AI in 2025: Agents, innovation, and transformation,” McKinsey, November 5, 2025.
5	“The state of AI in 2025: Agents, innovation, and transformation,” McKinsey, November 5, 2025.
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Mindset 5: ‘My data isn’t ready for AI’
The DOW’s Data, Analytics, and AI Adoption Strategy accurately highlights multiple data requirements for 
successful AI, such as accuracy, completeness, and conformity.6 But in many cases, data is already “within 
range” of these requirements with a bit of effort during the AI build. Cleaning and enriching your data for the 
specific purpose of what you are trying to build while you’re building and then evolving data products over 
time could save months or years.

Six steps to capturing the AI advantage
With all of these considerations in mind, what’s next? The Department’s Office of the Chief Data and 
Analytics Officer suggests a bottom-up AI pathway.7 While the core elements are there, a more top-down, 
value-centric approach could potentially yield impact more quickly. There are six key elements to rewiring 
organizations with AI and digital solutions (Exhibit 2). 

Exhibit 1

Extent of agreement that senior leaders at respondents’ organization demonstrate ownership of 
and commitment to its AI initiatives,¹ % of respondents

Note: Figures may not sum to 100%, because of rounding. 
1Question asked to what extent the respondent agreed that senior leaders in their organization demonstrate true ownership of and commitment to its AI 
initiatives (eg, championing them across the organization over time, role modeling, providing continued funding and engagement in regular budget 
reprioritization).

²AI high performers are respondents who reported that more than 5% of their organization’s EBIT and “signi�cant value” are attributable to the organization's
use of AI.
Source: McKinsey Global Survey on the state of AI, 1,993 participants at all levels of the organization, June 25–July 29, 2025

High performers tend to have senior leaders who demonstrate strong 
ownership and commitment to AI initiatives.
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6	Data, Analytics, and Artificial Intelligence Adoption Strategy, US DOW, July 27, 2023.
7	“Pathway to Readiness,” Office of the Chief Data and Analytics Officer, accessed March 27, 2026.
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The Pentagon faces real challenges to overcome across each element of this approach and can learn from 
other organizations that are successfully scaling AI impact. As on the battlefield, the key to success in AI is 
developing options to achieve an objective and moving forward aggressively.

Step one: Build a road map
The first aspect of this step is to define your outcomes and set targets. Just as the Navy’s mission is not 
just to “have ships,” your objective is not just to “do AI.” Leaders build AI to achieve a particular strategic 
outcome. Where could change have the greatest impact? Whether it’s readiness, capability modernization, 
costs, or something else, it’s important to first define the outcome purely in mission terms, and then layer 
in how the technology can help. With that strategic outcome defined, set specific and ambitious targets to 
drive transformative thinking—“shock targets” with a magnitude and timeline unachievable without the use 
of AI, such as improving the fully mission-capable rate of aircraft from 50 percent to 70 percent or reducing 
acquisition timelines from 18 months to two months by June 2027. 

Next is to select and reimagine domains. With a strategic outcome defined and targets set, select domains 
where you want to focus AI. Domains are subsets of the mission or business that include a coherent set of 
related activities relevant to the desired outcome. Each domain would be expected to have many associated 
use cases or products. The potential benefits of this are twofold:

1.	 Creating real impact and momentum requires fundamentally changing the way groups of people work, 
which often requires up to ten use cases or “products” in parallel.

2.	 There are high economies of scale within a domain that help accelerate progress because data and tech 
stacks can be reused and the community adopting the solutions is smaller.

Exhibit 2

Transformational value comes from careful and coordinated execution across all areas of focus

Six enterprise capabilities are critical for successful digital and AI transformations.

Alignment
on value

1. Mission-led digital road map
Align senior leadership team on the vision, value, and road map for the transformation; reimagine 
mission domains to deliver outstanding outcomes and reduce costs.

Change
management Maximize value capture by ensuring the adoption and enterprise scaling of

digital solutions and by tightly managing the transformation progress and risks.

6. Adoption and scaling

Delivery
capabilities

4. Talent
Ensure that you 
have the right skills 
and capabilities to
innovate and execute.

5. Operating model
Increase the
metabolic rate of
the organization by 
bringing business, 
operations, and
technology together.

3. Technology
Make technology 
easier for teams to 
use so they can 
innovate at pace.

2. Data
Continually enrich data 
and make it easily 
accessible across the 
organization.
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An acquisition organization’s domains may include, for example, engineering and testing, procurement 
and negotiations, industrial base and vendor management, and budgeting and finance. A sustainment 
organization may have domains such as sustainment planning, supply chain and parts, and maintenance 
activities.

For the selected domain, develop a vision for transforming the full domain using a set of AI-driven products, 
quantifying how each product delivers on that vision. This approach transforms the domain end to end—you 
can see how the users and “customers” for the domain will have a fundamentally different experience and 
workflow as a result of the implemented domain (for an illustrative example, see sidebar, “Example domain 
transformation: Supply chain”). 

This illustrative example provides insight into how AI could be deployed with a target impact of 20 percent 
reduction in non-mission-capable supply rates (table).

Example domain transformation: Supply chain

Applying AI to drive capabilities across the supply chain and parts domain 
could reduce stock-related readiness issues.

Orchestration and 
command layer

Central nerve center coordinating signals, data, and actions across all 
engines, providing a single visualization and decision surface for leaders

Supply chain leaders, 
operations planners, 
product owners

Products Capabilities Users

Demand 
intelligence engine

Detects and validates demand shifts from operational, environmental, 
and personnel data, turning early signals into actionable forecasts

Operations planners, 
supply analysts

Inventory and 
distribution twin

Provides live visibility across depots and simulates reallocation 
scenarios to close gaps without new procurement

Distribution managers, 
depot planners

Purchasing engine 
and digital supplier 
collaboration hub

Integrates supplier data, contract terms, and performance signals 
to autonomously evaluate, select, and engage vendors capable of 
meeting mission timelines

Contracting o�cers, 
procurement teams

Transportation 
optimization engine

Determines best routes, modes, and costs to meet required 
delivery dates

Transportation o�cers, 
logistics planners

Financial-decision 
engine

Balances readiness impact, obligation authority constraints, and 
total cost across scenarios

Budget o�cers, program 
managers

Potential products, nonexhaustive and illustrative
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Example reimagined workflow
Signal: The demand engine detects a 20 percent surge in Bradley Fighting Vehicle transmission assemblies, driven 
by an increased operational tempo at a forward armored brigade and elevated failure rates from maintenance data.

Orchestrate: The orchestration and command layer elevates an alert, initiates a new case, and synchronizes 
actions across Army depots, Defense Logistics Agency–managed inventory, OEM suppliers, transportation 
commands, and unit-level maintenance to coordinate the response.
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Posture:  An inventory twin shows that Anniston Army Depot, Red River Army Depot, and forward supply 
support activity (SSA) stocks, in addition to in-transit assets, can cover about 88 percent of demand within 
the required window; a 12 percent shortfall remains against readiness targets.

Source: The supplier hub queries the OEM. The response indicates a cast housing subtier constraint is extending 
new-build lead times beyond 90 days. The system pivots to OEM-authorized remanufacturing and depot 
overhaul capacity while also leveraging existing indefinite delivery, indefinite quantity  vehicles for component-
level sourcing and repair acceleration, identifying a combined path to deliver assets within 30 to 45 days.

Move: The transportation engine evaluates options and selects an expedited airlift into United States European 
Command (EUCOM) via Ramstein, flowing through theater distribution with prioritized onward movement to the 
supported brigade. Standard surface and sealift options fail to meet required delivery timelines.

Budget: The financial engine compares courses of action and recommends reallocating operations 
and maintenance funds to prioritize OEM production slots and expand depot- or OEM-authorized 
remanufacture, combined with expedited transport, as the lowest-risk path to restore readiness within 
funding constraints.

Coordinate: The orchestration and command layer consolidates outputs from all engines; synthesizes them 
into a single, mission-ready recommendation; and presents it through the command dashboard under Army 
Materiel Command and Army Sustainment Command coordination for decision.

Decision surface to leader: A 12 percent shortfall is projected within the required window due to an OEM 
subtier constraint. Prioritizing OEM production and expanding depot- or OEM-authorized remanufacture 
is recommended, combined with expedited airlift via EUCOM distribution, to close the full gap within 30 to 
45 days. The estimated incremental cost is $3 million. The alternatives are to remanufacture only (slower 
recovery) or accept partial shortfall (risk to readiness or not-mission-capable-supply rates).

Execute: Approval triggers automated execution across systems of record: depots are tasked, OEM 
contract modifications are issued, airlift is booked through US Transportation Command channels, funding 
allocations are updated, and advance shipment notifications are pushed to theater distribution and 
receiving SSA.

Learn: The orchestration and command layer tracks end-to-end execution (OEM throughput, depot 
turnaround time, transport timelines, and cost variance), updates digital twins with actual performance, and 
retrains forecasting and sourcing models to improve failure prediction, repair planning, and supply resilience 
for future operations.

An AI-driven approach can transform full domains (con’t)
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Funding the AI transformation is often a roadblock for the DOW. Leading private sector organizations are 
allocating significant resources to AI—spending roughly five times as much as average organizations.8 While 
there is some incremental funding, they are mostly finding room within existing budgets to support these 
initiatives. Securing funding is not guaranteed, but several approaches may help: 

	— Quantifiable ROI: Being able to quantify in stark terms the impact of AI on your mission or business 
increases the likelihood of funding.

	— Nest egg: Selecting a lead product that saves you money (such as one that focuses on reducing contract 
costs) can allow you to repurpose savings for future AI builds. 

	— Early adoption: Offer to be a pilot case for an AI initiative important to a broader service or agency 
priority, requesting assistance with funding.

	— Co-investment: There may be sufficient funding across several similar organizations—for example, 
multiple components within a single Portfolio Acquisition Executive.

	— Relevant vendor incentives: Some cloud service providers, for example, may offer credits or in-kind 
support when you host data in their cloud. Some start-ups may provide significant discounts for early 
adopters and references.

Step two: Design the data products powering the reimagined domain
What data are required to build products individually and collectively? What level of completeness and depth 
is needed? How often do they need to be updated? Treat data as a product that supports multiple use cases 
and users. In applying AI to a supply chain, for example, you may have data products for parts, suppliers, 
inventory, and orders. You will build these data products “just in time” for the AI use case build but continue 
to evolve and invest in the data products over time.

More recently, leading organizations are leaning significantly on ontologies and graph databases as 
mechanisms to make data more easily intelligible to large language models and traditional AI alike. These 
are a powerful set of tools and methodologies, but the core “work” of data is the same—treat it like a product 
and build it just in time.

Data does have challenges unique to the Department:

	— Classification: There are many well-documented techniques to manage this, including multi-
classification-level AI and analytics builds as well as leveraging AI environments at higher levels of 
security while bringing specific insights back to lower-security environments as appropriate.

	— Siloed data ownership: Progress typically comes from reframing data sharing as a mutual exchange of 
value that benefits both the person giving the data as well as the one receiving it. Executive sponsorship 
may also help address the concerns of data owners around security and data use.

	— Data or intellectual property rights asserted by vendors: Assertions of data or IP rights often reflect 
commercial risk but can also reflect concerns about permitted use, liability, and model misuse. If cost 
reduction is not the goal, work with vendors to assuage fears using similar techniques as those above. Also, 
consider special constructs like “clean teams” that can ensure the government is getting only the data it 
needs and is not using data for unintended purposes.  

8	Chaitanya Adabala Viswa, Dandi Zhu, Delphine Zurkiya, and Joachim Bleys, “Scaling gen AI in the life sciences industry,” McKinsey, January 10, 2025.
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Step three: Find or build the tech stack
There’s a reason the technology solution is step three, not step one. Technology decisions should be made 
across the aggregated set of needs rather than by finding a commercial off-the-shelf product to solve each 
individual use case. A few decisions about the tech stack will likely be very impactful:

	 1. �Should an end-to-end solution be bought or can commercial components be configured? 
“Commercial first” is the right philosophy, but some leaders misinterpret this guidance to mean that it 
is a requirement to buy a fully baked software-as-a-service (SaaS) offering. While SaaS has its place, 
our experience is that for most AI cases, the Department will be assembling multiple commercial 
components at various layers of the tech stack versus purchasing and extensively configuring an out-
of-the-box solution. 

	 2. �Where is the analytics happening? Vendors try to claim the “analytics” layer because that’s where 
the stickiness is. Decide carefully what is and is not happening in each layer of your stack to allow 
scaling and prevent lock-in. In the case of gen AI in particular, the blocks of capability you are building 
are highly repeatable across use cases. Taking a more platform-centric approach could avoid building 
the same agents repeatedly.

	 3. �What must the government own? The default choice should be open architectures where 
government owns the information layer, not just the data layer. Before buying a solution, consider how 
to transition to a better solution when it comes along.

	 4. �Whose environment should be used? There are myriad analytics environments available. Select them based 
on how easy it will be access your data, how you can get your users access, the suitability of the tools to your 
needs, and the flexibility you have as an individual consumer to adjust the environment as you need.

In the context of gen AI, the platform layer is increasingly “eating” the use case layer. The number of things 
the platform can do with configuration and assembly of repeatable components is growing, and the truly 
unique elements of a given use case are shrinking. This is an expected outcome, but leaders should think 
carefully about how much they are building custom versus repeatably.

Technology decisions should be 
made across the aggregated set 
of needs rather than by finding a 
commercial off-the-shelf product.
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Step four: Build the team
It may often be difficult to find great talent, but in most cases, talent volume is not the bottleneck. Consider 
these principles when building a team:

	 1. �Leverage the best of the private sector. If you are going to build an AI product to optimize warehouse 
and distribution capacity, consider integrating the tools and techniques of leading retail, automotive, 
and transportation companies. 

	 2. �Don’t assume software players will do heavy implementation work. They generally prefer not to, so 
plan to have some labor beyond the software.

	 3. �Plan up front for who will sustain the solution in the long term. Having a clear early understanding 
of who will be responsible for the ongoing success of the solution is critical.

	 4. �Build the team to scale the solution, not just build the minimum viable product. In the beginning, 
data engineering is usually more important than data science. As a solution scales, you need more 
software engineering and system integration talent. 

	 5. �Put your best people on it. The stakes are high, and gaining a first-mover advantage requires acting quickly.

Step five: Develop your operating model
The Pentagon has made a strong push toward agile software development, but more can be done.  First, set 
specific mission outcomes on a specific pace, such as seeking a 30 percent improvement in the accuracy 
of parts forecasting by a given date, and then measure the progress toward delivering the outcome, not just 
delivering the technology. Second, rather than agile based on level of effort, consider buying sprints on a firm 
fixed price basis, in which you agree to the outcomes and outputs to be delivered at the end of each sprint. 
This way, you could take advantage of quick iterations while holding contractors accountable for delivering 
what they committed to. Finally, define your delivery model. How do you intend on delivering AI solutions? Will 
it be through a digital factory sitting outside your traditional organizational units or with a product and platform 
model in which you fundamentally reorganize major components of your mission or business around the 
products you’re building? In either case, who will be the product managers and product owners?

Step six: Drive adoption and scale
Building AI is only half the challenge. For every $1 leading organizations spend on building the initial 
technology, they spend up to $5 making a solution “enterprise-grade,” integrating it into workflows, and 
training the workforce.9 A few elements may enable organizations to scale faster:

	— Include users in the design process. If a product is worth building, it is worth investing to have users 
contribute to the design in a meaningful way.

	— Build for repeatability, not just the use case at hand. We estimate that spending an extra 15 to 20 
percent of effort up front to make model elements, code, agents, and other factors repeatable across 
use cases increases the likelihood of rapid gains in performance and responsiveness.

	— Invest in adoption and user training. McKinsey trained almost three quarters of its workforce when 
scaling its internal gen AI product for consultants.10 It was an ongoing effort, not a one-off, that included 
providing individual training to key groups and driving a top-down, multilevel awareness campaign. 

9	Chaitanya Adabala Viswa, Dandi Zhu, Delphine Zurkiya, and Joachim Bleys, “Scaling gen AI in the life sciences industry,” McKinsey, January 10, 2025.
10 “Rewiring the way McKinsey works with Lilli, our generative AI platform,” McKinsey, accessed March 30, 2026.
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	— Rewire the organization as needed. Realizing the potential of AI requires more than the technology 
alone. If you have been sufficiently transformative within a domain, that may require changes to roles, 
processes, and structure.

AI is about much more than efficiency for the DOW: It could be a primary driver of readiness, deterrence, 
and, ultimately, success. Realizing its potential starts by treating it like every other mission: Set bold 
objectives, align resources, and deliver relentlessly until victory is achieved.
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