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Prioritizing technology
transformations to win

Our latest IT survey confirms the accelerating pace of at-scale core
technology transformations. The road map for success reflects the
practices and capabilities of leading companies.
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In a time of significant, ever-quicker shifts in the

IT portfolio, a new survey suggests that a company’s
foundational technology has never been more
important. In our latest McKinsey Global Survey of
technology and business leaders,' the results point
to a much greater focus on cybersecurity and on
investments in cloud technologies—even as most
companies have continued transforming their core
architecture and infrastructure in tandem.

The survey also confirms that the competitive
divide between winners and the rest has only grown
during the pandemic. Compared with the IT
organizations at other companies, those at the top—
rated by respondents in the top quartile of
effectiveness for 16 key technology activities and
capabilities—have made much more progress in
their cyber, digital, and cloud moves. For companies
trying to catch up, or at least keep themselves

from falling further behind, these top performers’
responses point to a few key practices: a more
aggressive and holistic agenda for tech

transformations, greater involvement by tech
leaders in business strategy, and a more proactive
approach to people development. As we've seen

in previous surveys? the latter is a bigger challenge
than technology during these transformations.

In response to new realities,
cybersecurity has moved to

the forefront

Our latest survey results confirm the acceleration of
corporate investments in technology transformations
and the overall high value of these transformations?
especially at companies where creating IT strategies
is ajoint effort by technology and business leaders.
At such companies, respondents are more likely to
report that their transformations have had a positive
impact in every one of the four value-creation
measures we asked about: increased revenue
through existing streams, increased revenue from
new streams, decreased costs, and improved
employee satisfaction.

Companies are ramping up their
cybersecurity defenses and their
adoption of cloud technologies, which
can create a more tlexible infrastructure,
speed up technology deployment,

and get digital products to market

more quickly.

" The online survey was in the field from April 13 to April 30, 2021, and garnered responses from 315 participants. Of these, 57 have a technology
focus, and the remaining 258 are C-level executives in other functions. The participants represent the full range of regions, industries,
company sizes, and tenures. To adjust for differences in response rates, the data are weighted by the contribution of each respondent’s nation

to global GDP.

2“Seven lessons on how technology transformations can deliver value,” McKinsey, March 11, 2021.
3 Technology transformations are large-scale change efforts to modernize the technology function. They are more comprehensive than short-

term improvement programs.
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Yet the transformation landscape shifted
dramatically in the past year. A larger proportion of
respondents than in the previous survey (41 percent,
up from 30 percent) cite an increasing likelihood

of cyberthreats as a major transformation challenge.

Respondents also report a significant increase

in cybersecurity transformations at their companies
(62 percent, up from 45 percent previously),
followed by infrastructure and architecture
transformations. A sizable share of respondents say
their companies are pursuing several of these

key transformations at once, which helps ensure
that their interdependencies are understood

and addressed: 42 percent report both cyber and

Exhibit1

infrastructure transformations, 40 percent both
infrastructure and architecture transformations.

What'’s more, respondents are betting that

the increasing number of cyber incidents*—
coinciding with growing reliance on digitization, a
proliferation of endpoint devices, and increased
vulnerabilities in hybrid and remote-work setups—is
not a pandemic-era phenomenon but rather

part of a new business reality. Cybersecurity is the
transformation respondents are most likely to

cite as the one their companies will pursue in the
nexttwo years; the share more than doubled
since the previous survey (Exhibit 1). Respondents

Since 2020, cybersecurity has emerged as the most common technology
transformation companies are pursuing and plan to pursue in the future.

Top technology
transformations
companies have
pursued in past
2 years,' %

62

45/'

2020 2021

Strengthening
cybersecurity and
data privacy defenses

Top technology

transformations

companies plan

to pursue in next 53
2 years,' %

26

2020 2021

Strengthening
cybersecurity and
data privacy defenses

64 59 55
| 0
100
2020 2021 2020 2021
Modernizing Enhancing IT
infrastructure architecture
100
36
30
2020 2021 2020 2021
Scaling data, Modernizing
analytics, and Al infrastructure

'Out of 10 initiatives of technology transformations included as answer choices. In 2020, n = 487; in 2021, n = 315.

#Venky Anant, Jeffrey Caso, and Andreas Schwarz, “COVID-19 crisis shifts cybersecurity priorities and budgets,” McKinsey, July 21,2020.
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say that cybersecurity talentis in high demand to
meet this need—second only to advanced-analytics
specialists as the role their technology organizations
are most focused on hiring.

A widening performance gap between
top IT organizations and the rest

Our previous survey ran during the pandemic’s
earliest days, when respondents at companies with
top-performing IT organizations reported several
ways they were making tech a key priority for their
organizations. Such companies had tech leaders
who were more involved in the business. They had
adopted more advanced technologies. They were
executing more technology transformations. Finally,
they had created more value through those efforts.
This year’s results suggest that on all these fronts,

Exhibit 2

the top performers are further ahead of the others
than before—and that their competitive edge is
poised to grow even more unless other companies
adopt many of the same practices.

For example, 73 percent of respondents at
top-performing companies now say that their most
senior tech leaders (the chief information officer or
chief technology officer) are highly involved in
shaping the company-wide strategy and agenda.
Only 31 percent of other respondents say the
same—a gap that’s more than twice as big as it was
in 2020 (Exhibit 2).

The results suggest that companies in the top-
performing group are also pulling away from

the packin their use of more advanced technologies,
such as advanced analytics and edge computing,

At companies with top-performing IT organizations, technology leaders are
much more likely to be involved in company-wide strategy.

Level of most senior technology leader’s’ involvement in enterprise-wide business strategy and

agenda,? % of respondents
2020

Top-quartile Respondents at

performers®  all other companies*
Very
38
Moderately 08
Slightly |16
Notatall 2

N
w

'Eg, chief information officer (CIO) or chief technology officer (CTO).
°Respondents who answered “don’t know/not applicable” are not shown.

2021
Top-quartile Respondents at
performers all other companies
Very
Moderately
Slightly 5
Notatall O

1

- Kl

3Respondents who reported average effectiveness score in top 256% of sample; based on ratings of 15 key IT activities tested in survey. In 2020, n = 125; 2021,

n="79.
4In 2020, n = 360; in 2021, n = 233.
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and in their overall level of transformation activities.
In the newest survey, top performers are much more
likely than other companies to have pursued five of
the ten transformation moves we asked about (our
“tech forward” approach®) than they had been in
the previous one—especially scaling up data and
analytics and changing IT’s delivery model.

Furthermore, their transformation approach is more
holistic: according to respondents, the gap between
the average number of moves top performers and
other companies made has grown since the previous
survey. These top companies have also stepped

up their game in enhancing their architectures, which
they were less likely than others to reportin the
previous survey (Exhibit 3). Top performers remain
ahead of their peers on cyber transformations,
although those other companies are also much

Exhibit 3

more likely to be pursuing such efforts than they
were previously.

As we've seen in previous years, people—rather
than technological—issues tend to be the biggest
obstacles that keep companies from achieving
their transformation goals. The COVID-19 crisis
raised the stakes because the way people and
teams work changed so fundamentally, and the
results suggest that during this time, the top
performers have taken a more proactive and
effective approach to talent, culture, and people
development. These respondents are much more
likely to say that their companies redesigned their
technology organizations to better support
business strategy during the crisis and have
effective core capabilities for managing IT talent
(Exhibit 4)¢

Top-quartile performers are pursuing transformations much more actively than
their peers do—and than they themselves did a year earlier.

Technology transformations companies have pursued in past 2 years,! % of respondents

— Top-quartile performers?

Scaling data,
analytics, and Al

Changing IT’s
delivery model

65
53
50 : _— :
100 7
49
o 33
31 29
2020 0021 2020 2021 2020

'Out of 10 technology transformation initiatives included as answer choices.

Enhancing IT
architecture

— Respondents at all other companies®

Digitizing Redesigning tech
end-user organization to
experience better support

business strategy

61

53

65
O—
41 41

40
38 39
2021 2020 2021 2020 2021

?Respondents who reported average effectiveness score in top 25% of sample; based on ratings of 15 key IT activities tested in survey. In 2020, n = 125; in 2021,

n="179.
3In 2020, n = 360; in 2021, n = 233.

5 “How to become ‘tech forward’: A technology-transformation approach that works,” McKinsey, November 2, 2020.
% Includes workforce planning, attracting and recruiting top talent, managing performance (for instance, evaluating and rewarding employees),

training and development, and engaging and retaining top talent.
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The leaders of top-performing organizations very effectively foster a culture that supports new
also appear to be much more effective on these and digital ways of working, such as “fail fast,”
issues: 47 percent of respondents at these across the organization. Only 3 percent at all other
companies say that their senior technology leaders companies say the same (Exhibit 5).

Exhibit 4

The top performers develop IT talent much more effectively than other
companies do.

Organizations’ capabilities for managing IT talent,' % of respondents

B Top-quartile performers? B Respondents at all other companies?
Workforce Attracting and Managing Training and Engaging and
planning recruiting top talent performance development retaining top talent
78 9 77
67 7

Effective

44 100

- 40
08 31
Very effective
3 3 _

'Respondents who answered “very ineffective,” “ineffective,” “neutral,” or “don’t know” are not shown.

?Respondents who reported average effectiveness score in top 256% of sample; based on ratings of 15 key IT activities tested in survey.In 2020, n = 125; in 2021,
n="79.

%In 2020, n = 360; in 2021, n = 233.

Exhibit 5

Individual tech leaders at top-quartile performers change the corporate culture
and develop their people more effectively than other tech leaders do.

Effectiveness of senior technology leaders at fostering a culture that supports new and digital ways
of working (eg, ‘fail fast’) across organization,' % of respondents

IRl Top-quartile performers? BB Respondents at all other companies®

ce [
| — | |

Very ineffective Ineffective Neutral Effective Very effective
+ [ T N
Cow ‘ 3|

'Respondents who answered “don’t know” are not shown, so figures may not sum to 100%.

2Respondents who reported average effectiveness score in top 256% of sample; based on ratings of 15 key IT activities tested in survey. In 2020, n = 125; in 2021,
n="79.

3In 2020, n = 360; in 2021, n = 233.
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The move to the cloud gains momentum
According to the survey, companies are also
ramping up their adoption of cloud technologies,
which can create a more flexible infrastructure,
speed up technology deployment, and get digital
products to market more quickly. Thirty-six

percent of respondents say their companies have
accelerated the migration to cloud technologies
during the pandemic, and 86 percent of them
expect this acceleration to persist postpandemic. At
companies with higher levels of digital maturity,
respondents are more likely than others to report
cloud migrations. But fully half of the respondents
say their companies are planning either large-

or full-scale cloud transformations within the next
two years. The top benefits from the use of

cloud computing (Exhibit 6) include the optimization

Exhibit 6

of technology costs (566 percent); risk reduction,
such as improvements in business resilience
and cybersecurity defenses (41 percent); and the
digitization of core operations (39 percent).

These efforts aren’t without their challenges.
Companies already pursuing a cloud migration most
often face technical issues, conflicts with the
business over timing, and an inability to realize the
migration’s expected value (Exhibit 7). Again,
these challenges are less acute if there is a close
partnership with the business up front. At
companies where technology strategy is created
with the business, respondents are 34 percent
less likely to report conflicts with it over timing and
60 percent less likely to report challenges in
realizing the expected value. These results confirm

Respondents report that their companies see a range of benefits from

using the cloud.

Biggest benefits from companies’ use of cloud technologies,' % of respondents

Optimization of
technology costs

Risk reduction
Digitization of core operations
Hyperscalability

Innovation-driven growth
Accelerated product
development

Early adoption of other
advanced technologies?

—
w

56

~
2R

"Question asked only of respondents in IT function who described their companies’ current cloud strategy as one of the following: a full-scale transformation, a
large-scale transformation, a targeted migration by business domain, or a targeted migration with urgent or expedited timelines. N =102; responses of “don’t

know” are not shown.
2For example, quantum computing, blockchain, and 3-D and 4-D printing.
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Exhibit 7

The most common obstacles companies encounter when migrating to the cloud
are technical challenges, timing conflicts, and difficulty realizing value.

Biggest challenges from companies’ use of cloud technologies,' % of respondents

Technical challenges

during migration 38

Conflicts with business

over the timing 35

Realization of expected value

from the migration 34

Lack of capabilities needed to
benefit from cloud computing

Q I
o

Cultural differences between

; 25
cloud and on-premises teams
Budget overrun _ 22

—
3

Lack of buy-in from business

Change in strategic leadership 1

'Question asked only of respondents in IT function who described their companies’ current cloud strategy as one of the following: a full-scale transformation, a
large-scale transformation, a targeted migration by business domain, or a targeted migration with urgent or expedited timelines. N = 102; responses of “don’t
know” are not shown.

the idea that being in lockstep with the business is foundation are poised to fall even further behind. To
essential to capture the cloud’s huge potential— reap the full benefits of technology, companies will
which, our other research suggests,” could involve have no choice but to pursue multiple transformation
up to $1trillion in value globally. plays—for example, cloud, cyber, and talent—at

the same time and to stay the course for each. The
survey results suggest that even the more emergent
aspects of the technology agenda (cybersecurity

Looking ahead, the need for corporate technology and the cloud) have real staying power and relevance,
to be dynamic and responsive to the changing needs  which only adds to the demands on technology
of business will only continue to grow. Companies leaders and their business partners.

that don’t already have a strong technology

The survey content and analysis were developed by the following members of the Chicago office: Anusha Dhasarathy, a
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7“Cloud’s trillion-dollar prize is up for grabs,” McKinsey, February 26, 2021.
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